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BRAND IMPERSONATION DETECTION BY KNOWLEDGE VERIFICATION ON
TEXT CONTAINING HYPERLINKS
ABSTRACT
A system and method are disclosed of verifying authenticity of a message using
embedded hyperlinks therein. The method works by checking that the hyperlinks the text
points to match the companies/brands the text portrays. The verification makes use of a
knowledgebase of company/brand information as a source for retrieving the known
sites/pages/domains for those companies/brands. The method then estimates a probabilistic
measure of identity checking based on matches between the companies/brands mentioned in
the text and the outgoing links from the text. In a variation, the method may additionally use
contextual information of the message text to determine authenticity to compute a coverage
score. The coverage score is then input into a machine learning model that uses these along
with other known indicators of genuineness to determine that the message or Web page is
either genuine or not.
BACKGROUND
Brand impersonation is a remarkably effective way of scamming people, leading them
to reveal sensitive information, such as passwords, credit card numbers or social security
numbers (e.g. phishing via email, an advertisement or a website). This is most frequently
achieved by tricking Internet users into clicking on links which direct them to malicious
websites which then scam them or exploit security vulnerabilities. A number of really
effective techniques (like DKIM, SPF or domain verification such as TLS certificates or
WHOIS data) have helped technology companies mitigate the problem by automatically
detecting many such malicious texts. A way to improve detection of such malicious texts and
further reduce scams is proposed herein.
DESCRIPTION
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This disclosure presents a system and a method of verifying authenticity of a message
using hyperlinks. The method as illustrated in FIG. 1, works by checking that the hyperlinks
the text points to match the companies/brands the text portrays (steps A and B). The
verification makes use of a knowledge base of company/brand information (step C) as a
source for retrieving the known sites/pages/domains for those companies/brands. The method
then estimates a probabilistic measure of identity checking based on matches (step D)
between the companies/brands mentioned in the text and the outgoing links from the text.
While complete mismatches - like complete matches - are not a guarantee of brand phishing
or lack thereof, the method could be used as a feature for modelling and machine learning to
contribute to a decision, especially in combination with other signals. The method could
make use of other mathematical approaches such as logistic regressions or neural networks to
improve the estimate of genuineness.

FIG. 1: Brand impersonation detection using hyperlinks
In a variation, the method could be made available upon request, and could use
context and topicality as illustrated in FIG. 2. The first step (1) involves identifying the
companies/brands mentioned in the text, along with some degree of topicality/centrality. In
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the next step (2) the known domain/site/URL data is pulled down from a knowledge base.
This may cover aspects such as the official website, official support forums, official social
media presence or other official web presence. The third step matches the text URLs to the
entity URLs. The match identified (step 4) can be exact (one end of the spectrum with
extremely high precision, extremely low recall), by domain/sub-domain (not as high
precision, higher recall), or by site (slightly reduced precision, meaningfully increased recall).
A coverage score is then computed (5) based on these matches and mismatches between
entities mentioned and entities linked to. The coverage score is then provided as one input
into a machine learning model (6) that uses these along with other known indicators of
genuineness. The final outcome (7) of the method may be a determination that the message or
Web page is either genuine or not.

FIG. 2: Brand impersonation detection using machine learning model
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